Abstract: Calibration and higher order statistics (HOS) are standard components of image steganalysis. However, these techniques have not yet found adequate attention in audio steganalysis. Specifically, most of current studies are either non-calibrated or only based on noise removal. The goal of this paper is to fill these gaps and to show that calibrated features based on re-embedding technique improves performance of audio steganalysis. Furthermore, we show that least significant bit (LSB) is the most sensitive bit-plane to data hiding algorithms and therefore it can be employed as a universal embedding method. The proposed features also benefit from an efficient model which is tailored to the needs for audio steganalysis and represent the maximum deviation from human auditory system (HAS). Performance of the proposed method is evaluated on a wide range of data hiding algorithms in both targeted and universal paradigms. The results show the effectiveness of the proposed method in detecting the finest traces of data hiding algorithms in very low embedding rates. The system detects steghide at capacity of 0.06 bit per symbol (BPS) with sensitivity of 98.6% (music) and 78.5% (speech). These figures are respectively 7.1% and 27.5% higher than the state-of-the-art results based on RMFCC features. 
Introduction
During the past decade, information security has been revolutionized, and many new trends have emerged. Multimedia encryption systems [1, 2] , multimedia secret sharing [3] , steganography [4] , steganalysis and watermarking [5] are among such trends. Among them, steganography has received a lot of attention. Communicating through a covert channel without arising attention of a third party and preventing traffic analysis are the main purposes of steganography. The outcome of this process is a stego signal ( ∈ ) which results from hiding recompression [17] and filtering [18] have been also proposed.
There are some shortcomings present in the previous works that we would like to address here. First, although calibration is a common technique in image steganalysis, it has been rarely used for audio steganalysis or it has just been based on noise removal. Second, there is a lack of taking advantage of higher order statistics (HOS) for feature extraction. Third, most of the previous works have not been evaluated thoroughly. That is, mostly they were been examined on LSB methods and mostly in the targeted paradigm. Finally, some of previous works have used cepstrum for capturing characteristics of different frequency bands [11, 19, 20] whereas the actual energy features may be more discriminative. This paper tries to fill these gaps. To this end, we exploit the idea of re-embedding for calibration. This approach is best characterized as a stego estimator instead of a cover estimator. We will extend the applicability of re-embedding to the universal scenario by introducing the notion of bit-plane sensitivity. Using this criterion, it is shown that 1-LSB bit-plane is the most sensitive bit-plane to data hiding algorithms. A universal re-embedding method is proposed on the basis of this observation. After arguing that energy features are more discriminative than their cepstrum counterparts, we propose a new set of features based on a model that we designed previously for steganalysis applications and has the maximum deviation from human auditory system (HAS). Finally, after analyzing different moments, we show that HOS are more discriminative than the first order moment. The proposed system is evaluated on a wide range of data hiding algorithms, including LSB-based, waveletbased, discrete cosine transform (DCT)-based, and spread spectrum-based and under both targeted and universal paradigms.
The rest of this paper is organized as follows. Section 2 presents the proposed method. Section 3 is devoted to the analysis of the proposed method and extending it to the universal steganalysis paradigm. Simulation results are presented in section 4. Finally, the paper is concluded in section 5.
2-The proposed method
Previous studies have shown that taking the second order derivative of audio signal improves the performance of audio steganalysis [11, 12, 19] . Therefore, in the proposed method, the second order derivative of signals is used for feature extraction. After this step, a set of energy-based measures are captured from the segmented chunk of audio signals. The same procedure is applied to the signals embedded with a random message. Steganalysis features, then, are calculated as statistical moments of differences between these measurements. Figure 1 shows the block diagram of the proposed method.
Re-embedding calibration
It is possible to use the estimation of stego signal for calibration. Let us take x, , and as the signal under scrutiny, a data hiding algorithm, and a suitable dissimilarity criterion, respectively. Also, we reserve notations of and for the set of all possible covers and stegos under embedding algorithm of . To create the stego signal, the signal x is first embedded with a random message of r [m] .
where is a small value. Also, if ∈ : ̃∈ , ∈ ⟹ ( ,̃) ≉ (3) Using the terminology of pattern recognition, equations 2 and 3 show that re-embedding can reduce intra-class variance and increase inter-class variance; thereby, it can improve the discriminatory strength of the features. According to this observation, the calibrated feature is calculated as:
where denotes a feature extraction procedure.
Feature extraction procedure
In this section, the proposed feature extraction procedure is presented in detail.
Statistical analysis of energy features
Most of the proposed feature extraction schemes in previous studies relied primarily on some models inspired from HAS. It is a well-identified fact that high frequency regions are more informative for steganalysis [8, 11, 12] . We argue that approaches based on HAS would diminish the performance of steganalysis. To this end, steganography is modeled as an additive and independent noise:
where s, c, and n denote stego, cover, and steganography noise. Dividing the whole spectrum into L equal sub-bands, energy of the signal in each sub-band ,denoted by , is calculated as: 
where X(e jw ) is Fourier transform of x [m] . The energy of stego in each sub-band is:
According to [11] , when n[m] and c[m] are independent, expected value of (8) is:
Here we define as:
Di can seemingly be used to distinguish between stego and cover signals. Accordingly, Di value would be one for cover and larger than one for stego signals. Discriminative ability of an energy measure increases as the value of Di becomes larger. In order to compare the statistical significance of different Di, investigating the power spectral density (PSD) of cover and steganography noise is informative. Figure 2 depicts PSD of a typical speech cover and the noise induced by steghide [21] when it is embedded with a random message.
According to figure 2, PSD of the cover signal decreases as its frequency increases, indicating that the cover is a band-limited signal. Comparatively, steganography noise is a wide-band signal which is equally spread over the low and high frequencies. Consequently, if i>j: (
Combining equation (11) with (10) allows us to deduce that energy features are more discriminative as we move toward high frequency regions.
Human auditory system and steganalysis
In this section, the conclusion made from the equation (11) is used to show how HAS is counterintuitive for steganalysis applications. Studies on HAS and ears modeling have shown that the sound propagation in the inner ear can be plotted linearly in Mel scale. In these studies, human subjects were asked to listen to a mono tone signal with frequency of f1, and then they were asked to adjust a second signal with the frequency of f2 such that they perceive f1/f2=2 [22] . Mel scale was the outcome of these subjective experiments. For a given frequency in hertz (f), its Mel equivalent is approximated by [23] :
Plotting equation (12) across different frequencies shows that human ear has high frequency resolution in low frequencies and low frequency resolution in high frequencies. Comparing this characteristic with the findings from previous section leads to an interesting conclusion. HAS suppresses high frequency information while it is more sensitive to low frequencies. Therefore, it is not a suitable model for steganalysis purposes. We, consequently, proposed a new scale for audio steganalysis in our seminal work [13] . This new scale was named reversed-Mel and, for a signal with sampling frequency of Fs, it was defined as: 
Cepstrum and energy features
Cepstrum is anagram of the word spectrum which shows how energy changes in different frequency bands. According to the equation (14), cepstrum is defined as the inverse Fourier transform of the logarithm of power spectrum of the signal [11] .
Similarly, cepstrum can be estimated in another scale such as the proposed R-Mel scale. To this end, after taking Fourier transform of the signal, it is mapped into R-Mel scale using a set of M triangular weighting windows (Figure 3 ). These windows are constructed as follows:
1-The employed scale is divided into M+1 equal sections. 2-The start and stop points of each section is transformed back into hertz scale. Now, we have M+2 distinct points. 3-Weighting window i is constructed such that it is zero everywhere except between points i and i+2. Also, it is a triangle that raises from point i to pint i+1, and then declines from point i+1 to point i+2. After that, the logarithm of energy of each filter bank is calculated (equation 15). Then, their inverse Fourier transform are calculated. These final coefficients are called R-MFCCs. Equations (15) and (16) show these steps.
Where F, −1 , , and M are Fourier transform, inverse Fourier transform, triangular weighting windows, and the number of weighting windows, respectively.
The existing audio steganalysis methods are primarily based on cepstrum features (equation 16). This work, instead, uses energy features as defined by equation (15). In the next section, we show that energy features are more discriminative than their cepstrum counterparts.
3-Analysis and generalization of the proposed method Statistical analysis of R-Mel and Mel:
In this section, discriminative ability of R-Mel energy and Mel energy features are compared. Using equations (5) and (15), the difference between the coefficient of cover and stego signal is:
After some basic manipulations, equation (17) reduces to:
Logarithm is a monotonic function, that is:
Therefore, here we may omit the log operation for comparison. Apparently, a higher value of is more favorable. We want to show that: figure 2 .B, it is clear that the energy of steganography noise is much lower than its corresponding cover signal. Therefore, higher value of the numerator (equation 22) cannot compensate for the higher value of the denominator (equation 21). Consequently, the inequality of (19) is correct which implies that R-Mel is more discriminative.
Statistical analysis
To justify our claims that high frequencies and HOS lead to more discriminative features, a set of ANOVA tests was carried out. Signals were segmented, and their spectrums were divided into 50 equal sub-bands. After calculating the energy in each sub-band using equations (6) and (7), their statistical moments were calculated. Figure 4 .A presents p-value derived from these tests.
To compare the effectiveness of features based on cepstrum coefficients (equation 16) with their energy counterparts (equation 15), 29 coefficients from cover and stego signals were extracted. A set of F-tests, then, was carried out on them. Figure 4 .B presents F-score from these investigations.
According to figure 4 .A, high frequency bands and HOS result in lower p-values, and therefore are more discriminative. Also, according to figure 4.B, features based on R-Mel energy have produced higher scores, and thus are more discriminative.
Generalization
According to figure 1, feature extraction uses re-embedding for calibration. Apparently, the actual embedding algorithm is known in the targeted scenario which allows us to choose it accordingly. However, in the universal scenario, such knowledge is not available which makes us to devise a universal embedding method. Here the noise of steganography is calculated using the following equation.
[
We used equation (23) to estimate the probability mass function (PMF) of steganography noise. Our analysis showed that a triangular function can describe this PMF, and also the lower capacities make the PMF sharper. Figure 5 shows PMF of noise of Hide4PGP [24] at different capacities. According to figure 5, we expect that lower values of noise occur more often than its higher values. Considering that lower values are encoded using LSB and higher values are encoded using other bit-positions, it is expected that the LSB bit-plane be the most sensitive bit-plane to data hiding. To further justify this, effect of different embedding algorithms on different bit-planes of audio signals were studied. To do this, we define the concept of bit-plane sensitivity. Let ℬ ( ) and BER(x,y) present, respectively, bit-plane i of signal x and bit error rate between signals x and y. Sensitivity of bit-plane i of signal x is denoted by , which is defined as the amount of noise introduced into bit-plane i of cover signal after it is embedded with a random message. Equation (24) shows this.
For a random message 0 ≤ ≤ 1, where the value of 0 and 1 means that bit-plane i is not affected, and it is affected completely with the embedding process, respectively. A simulation was conducted to measure sensitivities of all bit-planes for different data hiding algorithms. These methods include Hide4PGP [24], Steghide [21], integer to integer wavelet (i2i) [25] . Also, different spread spectrum methods have been proposed in the literature [5, [26] [27] [28] [29] [30] . Among them the DCT-based robust watermarking method (COX) [5] , spread spectrum watermarking (SSW) [26] , spread spectrum in the frequency domain (SS+DCT) [27] , and multi carrier spread spectrum (MCSS) as implemented in [30] were tested in this study. Table I presents the average percentage of , 0 ≤ ≤ 6. Results in figure 5 and table I show that not only 1-LSB is always affected with data hiding, but it also has the highest sensitivity. On the basis of this observation we propose 1-LSB data hiding as a universal re-embedding method.
4-Experiments and results
The proposed feature extraction scheme consists of the following steps: 1-The signal is re-embedded with a random message. Experiment Setup:
For the experiments, two different databases were included. The first one is the database used in [13, 19] which contains 4169 wave music clips. The second database was constructed by asking 12 males and 8 females to read a set of Persian articles gathered from daily newspapers in their normal tone and speed. Each session was recorded in our office using a laptop with sampling frequency of 16KHz and resolution of 16 bits. Then, each session was cut into 10 second excerpts. The final database contained 1029 speech wave files.
To generate the stego signals, all cover samples were embedded with all data hiding methods mentioned in section 3.3. Also, to ensure that each stego was embedded with a different message, each message was generated randomly. The same steps were repeated with different message lengths for achieving different capacities.
Performance of the proposed method
To evaluate the performance of different scenarios, we used 10-fold cross validation with support vector machine (SVM). Furthermore, previous works have shown that feature normalization and features selection improve performance of classification [19, 31] . Equation 29 shows the used feature normalization.
where and denote values of the mean and the standard deviation of feature i over the train set. Then, the optimum feature set was selected using genetic algorithm (GA). Accuracy was used as the fitness function with a population of 200 and two-point crossover [32] . Table II presents the detailed values of sensitivity and specificity of the proposed method in the targeted scenario.
Performance of the proposed method is compared with some of previous works. Different feature sets were extracted from both databases, and then a set of simulations were carried out. First, scatter plots of different feature sets are shown as an intuitive measure. Since plots can be drawn at most in 3 dimensions, the most three discriminative features in each set were chosen. Results are presented in figure 6 . As shown in this, the distribution of the proposed features has lower intra-class variance and higher inter-class variance.
To compare performance of different features in the targeted paradigm, they were tested with 10-fold cross validation after normalization. Average performances of the targeted scenario are compared in table III.
As discussed in section 3.2, LSB embedding was adopted in the universal scenario. Results from the universal scenario for the proposed method and some of the previous works are Table IV .
According to tables III and IV, it is evident that the proposed method outperforms previous works by a large margin.
5-Conclusion
This study introduced a new set of calibrated features for audio steganalysis based on a model that had maximum deviation from human auditory system. . In the proposed system, the signal was re-embedded with a random message, and then R-Mel energy of original and re-embedded signals were extracted. Eventually, higher order statistics of differences between these measurements were fed to SVM to learn and build the decision boundaries. By investigating PMF of steganography noise and calculating the bit-plane sensitivity of different data hiding algorithms it was argued that 1-LSB embedding can be used as a universal method for calibration. Potency of the proposed system was confirmed on a wide range of data hiding algorithms, including LSB-based, wavelet-based, DCT-based, and spread spectrum based methods under both targeted and universal paradigms. 
